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Abstract

Climate change is nowadays more and more acknowledged to be one of the natural hazards for which the society, and
its critical infrastructures, need to anticipate and plan. The impact the climate-related hazards have to the functionality
of different Critical Infrastructures (CI) is being discussed, focusing on the minimization of the disruption time of their
critical services. This is achieved by means of a Business Continuity plan that is based on Business Impact Analysis and
Risk Assessment of projected weather-related hazards. Business continuity planning is the essential part of the resilience
framework of the CIs, which the EU-CIRCLE project proposes with regards to climate change. Guidelines are presented
in order to provide a planned and controlled method for anticipating and responding to events that are likely to interrupt
key business activities (Business Continuity Model), and suggestions upon adaptation of Cls to climate change are also
given. For this purpose, information was collected from CI operators with regards to existing BC plans and adaptations

measurements by means of questionnaires, which is also presented herein.
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1. INTRODUCTION
1.1 Background

According to the Australian academy of science
(AAS, 2015), “Climate change is a change in the
pattern of weather, and related changes in oceans,
land surfaces and ice sheets, occurring over time
scales of decades or longer”. In other words, it re-
fers to the change of the statistical properties of
the climate system within the next decades, usu-
ally over 30 years, as defined by the World Mete-
orological Organization. Contrary to the weather,
that is easily predicted at short-term basis, based
on actual observations, future climate can only be
predicted using highly complicated Earth models
also accounting for socio-economic pathways.

It is, also, widely recognized and reported (BSI
Group, 2014) that many business activities are
directly dependent on the weather and extreme

events. In fact, extreme weather events are more
and more common in every part of the world and/
or different climate conditions make their appe-
arance in areas that have little historical experi-
ence on them and thus are not prepared to face
them. Meanwhile, the business value follows also
an increasing trend, and consequently the value
exposed at risk (Trexler and Kosloff, 2013). Hen-
ce, a potential business disruption due to weather-
related incidents of increasing frequency may lead
to important monetary loss, as well as impact the
society’s smooth function.

Climate change is being recently added within
the scope and interests of Business Continuity
Management (BCM), and it requires different
treatment than traditional natural or man-ma-
de hazards businesses usually plan for (BSI Gro-
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up, 2014). It is important, also, to differentiate
planning for weather events from changes of cli-
mate averages, which usually refers to long-term
planning with given uncertainty. Moreover, the
identification of both threats and benefits, that we-
ather conditions due to climate change may bring
in, could provide a market lead to the industry that
decides to take into account the dynamic pheno-
menon of the climate change and plan with a long-
term horizon with future projection of combined
events, rather than studying historical experience.
Finally, it should be noted that the concept of “dis-
ruption” due to climate change when referring to
the provision of services may be seen as “reduced
efficiency” rather than actual business disruption
for a certain amount of time, as usually being acco-
unted for. Considering the abovementioned, the
establishment of a BC plan to account for require-
ments and impact of climate change is suggested,
based on scientific knowledge on extreme weather
events, so as to minimize the uncertainty.

1.2 Impact to Critical Infrastructures (CI)

The EU defines a Critical Infrastructure (CI) as
an “asset, system or part thereof located in Mem-
ber States which is essential for the maintenance
of vital societal functions, health, safety, security,
economic or social well-being of people, and the
disruption or destruction of which would have a
significant impact in a Member State as a result of
the failure to maintain those functions” (Horro-
cks et al., 2010). Thus, ClIs refer to technical in-
frastructures such as hospitals, transportation
and energy networks, natural gas pipelines, and
others. By extension, a European Critical Infra-
structure (ECI) refers to an infrastructure which if
destructed or disrupted, and can severely impact
at least two Member States (Horrocks et al., 2010).
Apart from the vital services these infrastructures
provide to the society, the significance lies also
within the interdependencies between the diffe-
rent infrastructures which can be responsible for
Domino effects in case of a disruptive incident.
The different types of interdependencies are de-
fined as physical, cyber, geographic and logical

interdependencies (Rinaldi et al., 2001) and vario-
us approaches for modelling CIs as a network of
networks exist (e.g. Baba etal., 2014), for assessing
potential cascading failures and cascading effects,
being also part of BC planning.

All kinds of infrastructures, to mention herein
the most critical sectors — energy, transport, wa-
ter supply and sewage, Information and commu-
nications technology (ICT) - are crucial for the
economy, the societal integrity and function in
Europe, at present and future basis. One of the po-
licy areas of the European Union is to assess infra-
structures for resilience to current risks and future
climate changes. Evidence collected by the Europe-
an Commission indicates that climate impacts on
infrastructures will vary across the EU depending
on their geophysical risk exposure, the existing
adaptive capacity and resilience, and the level of re-
gional economic development. Their interconnec-
tion is also highlighted, considering that impact to
one critical sector often affects assets and aspects
of function of other sectors, which if uncontrolled
may lead to cascading impacts.

In fact, climate impacts show regional and sea-
sonal patterns, e.g. north/south, winter/summer,
urban/rural/coastal, requiring complex, site-based
analysis of different trends and impact patterns.
Climate change will also affect the environmental
and social systems around infrastructure assets and
their interactions with these systems. Interestingly,
as well, many of the impacts are often accelerated
or accentuated in built-up areas, and by the insta-
llations of the infrastructures themselves that may
create unique micro-climates in terms of tempera-
tures, wind, and precipitation. Vulnerability, more-
over, is strongly sector-specific and closely linked
to the technology used for construction and opera-
tion. This highlights the importance of acting in an
integrated, cross-sectoral way on climate risks and
resilience, from a structural and operational point
of view, recognizing, though, the peculiarities of
each of the CI sector or the industries themselves.

A European Commission White Paper (EC, 2009)
outlines the main direct impacts of climate change
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in the energy sector in terms of both supply and
demand. Energy is at the core of economic and
social activity and, as the European Environmen-
tal Agency (EEA, 2014) states, it is essential for the
generation of industrial, commercial and societal
wealth. In fact, the projected future climate im-
pact differs at territorial level, with more evident
discrepancies being between the south and north
of Europe, as Green paper (EC, 2007) briefly des-
cribes. Hence, different levels of precipitation,
temperature and wind speed would lead to diffe-
rent amount of hydropower or wind power pro-
duction as well as electricity demand, what will
lead to destabilization of the energy balance. In
addition to this, severe or extreme weather pheno-
mena and sea level rise have also direct impact to
the industry installations and their components,
structurally or operationally, being in emerging
need of upgrade and/or protection.

Climate change also clearly compromises transport
services, often in a quite important frequency. It is
being reported that transport infrastructures, of-
ten deteriorated due to aging, already cope with
extreme weather events, following an increasing
trend in frequency and intensity (EC, 2013). They
face different types of challenges depending on
their type, territorial aspects and current climate
conditions. The operation in extreme (high/low)
temperatures that should be taken into account for
the rail properties or the roads pavements, sea-level
rise and waving threatening coastal infrastructures
(ports/harbours), are some examples of structural
impact. Moreover, delays or interruption of ser-
vices due to extreme precipitation, flooding, we-
ather-related landslides or changing wind patterns
are main issues to be anticipated aiming to business
continuity. High temperatures and droughts often
being the reasons for intense wildfires can affect to
asmaller or larger extent the operation of the tran-
sportation networks.

Water resources, and consequently infrastructu-
res of the water sector, either for drinking water
or wastewater, are also directly affected by climate
change, mainly due to increase in temperature and

alteration of precipitation pattern. The seasonal
variation in river-flow depends directly on snow
volume and melting and its impact is encountered
in the peak threatening flow levels of spring and
dry summer water reservoirs. Similarly, increased
frequency and intensity of rainfall may multiply
the flooding phenomena and, on the other hand,
dry prolonged periods can reduce significantly the
groundwater recharge, critical for watering. Hen-
ce, extreme events will affect directly the raw water
supply, the end-users water demand and the infra-
structures used. The efficiency of the wastewater
management system is also affected, with impacts
to the ecosystem or the demand of alternative po-
table supply sources. Furthermore, the alterations
on water supply and demand balance will, in their
turn, pose an indirect to climate change pressure,
that will further increase the vulnerability of water
infrastructure. Finally, as EEA (2014) states, the
socio-economic impact of changes in Europe’s wa-
ter resources in a variety of sectors, such as agricul-
ture, forestry, fishery, energy production, drinking
water provision and others indirectly linked with
water flow is evident, highlighting the cross-secto-
ral climate impact.

Although the direct impact of the weather and
climate change to the ICT infrastructure hasn't
been thoroughly studied, Horrocks et al. (2010)
mention some of the potential climate impacts
on ICT, mainly focusing in interruption of its
services or quality reduction. First, two large ca-
tegories of assets are recognized, those undergro-
und, vulnerable to flooding or drought or other
weather-related geological phenomena; and those
above ground, mostly affected by the precipitati-
on itself or humidity, unstable ground conditions
and other environmental stresses which reduce
infrastructures lifespan. As far as the latter is con-
cerned, considering the fast pace of technology
change which leads to frequent replacement of
ICT components, it may be said that ICT sector
is the most flexible and adaptable to climate chan-
ge of long time-span, provided that evolving risks
are taken into account in future design. However,
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the impact of current extreme weather conditions
should be seriously accounted for when acting
towards resilient ICT infrastructures, considering
the economic and social impact of a potential pro-
longed failure of any of its critical assets (e.g. data
centers, fiber cables, antennas).

From the above-mentioned the emerging need for
policy-makers and CI stakeholders to understand
the climate-change impacts and to act is revealed,
not only towards climate change reduction, which
is undoubtedly indispensable, but also towar-
ds immediate shielding of infrastructures assets
against weather-related impacts. Adaptation me-
asures should, therefore, be taken at national and
European level, from public sector and private bu-
sinesses (EC, 2007), with both inexpensive actions
(e.g. water conservation or even awareness raising)
or costly defense measures (such as relocation or
structural upgrades), depending on the projected
environmental stresses, the serviceability time fra-
mes and assets criticality. Main scope of all engi-
neering or non-engineering measures will be the
enhancement of infrastructures robustness and
redundancy at both physical and operational level,
in order to ensure provision of the critical services.
All the aforementioned are, therefore, challenges
to the business continuity management which is
called to plan and

2. BUSINESS CONTINUITY MANAGE-
MENT (BCM), FUNDAMENTALS

According to ISO 22301 (2012), Business Conti-
nuity Management (BCM) is a “business-owned,
business-driven process that establishes a fit-for-
purpose strategic and operational framework”
Its main purpose is to proactively improve an
organization’s resilience against operational dis-
ruption, to anticipate a methodology for restoring
organization's ability to continue providing essen-
tial products and services at an adequate quality
level and within an agreed time, and to develop
the organization’s capacity to successfully mana-
ge the disruption and conserve its reputation. It is
essentially a cyclic process (Figure 1) which starts
from risk understanding and impact estimation
and comprises the design of the strategy, the de-
velopment of a holistic business continuity plan,
the implementation of the planned actions and
preparedness measures, evaluation of the result for
continuous improvement and guarantee of busi-
ness continuity.

Figure 1. Business Continuity Management
cycle, modified after Baba et al. (2014) and
according to I1SO 22301 (2012).
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In fact, Business Impact Analysis (BIA) and Risk
Assessment (RA) form the backbone of Busine-
ss Continuity Planning (BSI Group, 2014). The
former focuses on the business impact of the dis-
ruption regardless of its source or probability of
occurrence, which leads to immediate prioritiza-
tion of actions and allocation of resources without
the need of further complex information, such as
statistics. This is usually performed after collecti-
on of data from the different sector operators who
provide their views of the impact over time based
on customer-related, financial, regulatory, opera-
tional, reputational, and human criteria. This will
allow the BC managers to assess the overall impact
in quantitative or qualitative terms and prioritize
timeframes for resuming each of the activities.
Adaptation measurements and recovery objec-
tives will be decided based on the nature of the
impact and its level, the impact over time and the
recovery time, as well as the critical dependencies
and interested parties (KEMEA, 2019).

Risk assessment, on the other hand, is considered
to be the most complete method of assessing the
impact with its associated probability (see, risk)
and is useful for risk understanding and for de-
cision making in long-term basis, accounting for
uncertainties. It provides a holistic view of “how
future may develop” accounting for the probabi-
lity of impact and the frequency of the hazard, the
severity of impact, and its speed of development.
The collection of information is more demanding,
and it is necessary to evaluate the credibility of the
sources. Risk assessment, following ISO 31000
(2018), includes all steps of risk identification,
analysis, and final evaluation of disruption- rela-
ted risk that requires treatment. Risk treatment is
decided in accordance with BC objectives and risk
appetite. Based to the latter, the necessary proac-
tive measures should be taken for reducing the li-
kelihood of disruption, minimizing the disruption
period and/or mitigating its impact to the delive-
red products or services (ISO 22301, 2012).

Setting the BC strategy is the main outcome of
the BC planning as it implements the conclusions

of the BIA and RA process (ISO 22301, 2012). Its
main objective is to define alternatives and strate-
gies to follow in case of interruption of the critical
services, to implement appropriate measures for
reducing the disruption possibility, and to identify
the necessary resources for the effective and rapid
restoration of the critical services. Core concept
of the strategy is the establishment of scenarios
which must respond to the contingency assumpti-
ons that have been adopted, focusing to the impact
rather than to its causative effect. These include
assumptions of unavailability of different CI assets
and resources, what may refer to unavailability of
locations (buildings, data centers, etc.), of human
resources (personnel, continuity of operations,
etc.), and of supplies or loss of data. For each of the
considered scenarios, one or more recovery alter-
natives should be set and their availability should
be guaranteed. For example, alternative buildings,
cold, warm and mobile sites may be anticipated,
alternative personnel and/or collaboration with
other similar service providers might be agreed
in advance, technology should be put in place
for conservation of data. Finally, the BC strategy
should also consider its cost of implementation, as
well as the consequences of its non-implementa-
tion.

After the design and the establishment of the BC
strategy, implementation of the BC plan at the
pre-disaster phase takes place in order to test the
validity of the BC plan and identify its gaps and
strengths. The type of exercise is selected accor-
ding to the scope (e.g. unit, modular or global)
and the method used (e.g. hypothetical, procedu-
ral, operational or integral). The scenario defines
the critical services to be disrupted and the stake-
holders required to carry out actions and it may be
independent of the cause of disruption (nature of
hazard). However, as further explained below, the
BC plans related to hazards due to climate change
require special policy and study due to the long-
term and unprecedent nature of the hazards. After
the completion of the exercise, the performance of
all steps of the BC strategy is evaluated by the team

15



16

D. Kazantzidou-Firtinidou, 1. Gkotsis, G. Eftychidis, A. Sfetsos, N. Petrovic, A. Stranjik

leaders, it is documented, and used for revisiting
of the plan. A maintenance program should be
also foreseen in order to ensure the validity of the
plan throughout the time, accounting for all possi-
ble operational or other changes.

3. BCM IN BUILDING RESILIENCE TO
CLIMATE CHANGE

Business continuity strategy is planned as a result
of an integrated resilience study at CI level (EU-
CIRCLE, 2017a). As the framework of Figure
2 demonstrates, the process suggested includes
identification of climate hazards (Layer 1) and CI
assets, networks and interdependencies (Layer 2),
both essential components of risk assessment. Cli-
matic hazard parameters that are taken into acco-
unt are generally the time frequency of the event,
its magnitude and anticipated level of impact on
the CI, scientific future climate projections and
their reflection on the hazards of interest, the le-
vel of uncertainties and their nature. Some of the
CI properties included as part of Layer 2 are the
location of the installations, their age and state of
maintenance, the infrastructure’s lifecycle, and the
number and level of interdependencies.
Figure 2. Resilience framework according to

Hence, the impact of the weather-related hazard
to the CI, main outcome of the risk assessment
(Layer 3), is categorized as direct and indirect. To
the direct consequences, the damage to the as-bu-
ilt state of the CI assets is firstly reported, together
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due to physical damage of the assets. Influence to
the CI performance, what leads to changes in the
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and the associated economic impact, due to loss
of income and cost of damage, are also significant
direct consequences. To the latter cost, loss of the
CI reputation may be added, as well as adaptation
measurements within a business continuity stra-
tegy. Finally, often direct impact of a CI failure is
also reflected to the environment. Furthermore,
economic loss and impact to the society is also
recognized as indirect impact, as the services,
no longer offered by the infrastructure, impede
economy’s and society’s normal function. Simi-
larly, dependent infrastructures and their offered
services are indirectly affected.

For the final assessment of the CI’s holistic resili-
ence, the resilience capacity per CI asset is esti-
mated (Layer 4). The capacity of the CI is one of
the main components of its resilience, it may vary
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per asset and type of hazard and it has to be asse-
ssed as such. Discrete resilience indicators quan-
tifying the anticipative, absorptive, coping, resto-
rative and adaptive capacity of each asset lead to
the overall resilience estimation, which, in com-
bination with the risk assessment outcome allows
for decision-making towards adaptation options.
The business continuity module, at the end of this
process, provides a framework for considerati-
on of the different adaptation options required to
increase/maintain resilience in the face of events
within reasonable allocation of resources, and it is
custom-made to the needs of each business acti-
vity or installation.

Adaptation to climate change is particularly
challenging given that it refers to the future with,
often small availability of related historical data. In
fact, there is lack of past experience on the frequ-
ency and impact of the projected hazards, while
any kind of experience on the business response
to disruptive events needs to be exploited. Climate
change, by its nature, is a dynamic phenomenon
that incorporates a number of uncertainties and
assumptions and this is reflected in both the BIA
and RA. Tt may, also, refer to both altered clima-
te averages (e.g. seasonal rainfall or mean daily
maximum temperature averaged over a season)
and extreme weather events, what may differently
affect CI sectors or even different assets within the
same infrastructure. Moreover, climate change-re-
lated events other than causing disruption, what
is often anticipated within BC plans, may also
affect business in more subtle ways, yet decisively
long-term, such as in terms of process efficiency
or manpower productivity. However, of particular
concern is the assessment of and the preparedness
for scenarios combining different weather events
or events occurring during the recovery periods of
others (e.g. heavy rain following long dry periods),
or prolonged events with the consequent impact.
Interestingly enough, the opportunities arising
from beneficial effects of the changing weather
or the preparation itself of the business towards
adaptation, should be also taken into account.

Overall, traditional and one-dimensional
approaches often used while incising BC strategy,
including BIA and RA processes, may need to be
reviewed to account for all the aforementioned.
RA, by its definition, is used to identify climate re-
lated threats and benefits, based on likelihood and
severity judgements (BSI Group, 2014) for priori-
tizing actions. As said, risk identification should
not be limited to what already experienced, on
both severity and likelihood, but should be instead
oriented to future projections (e.g. level of precipi-
tation exceeding precedent extremes or in a higher
frequency). On the other hand, BIA focuses on the
business impacts of the disruption irrespectively
of the cause, however, it is emerging need to revi-
se existing plans in order to be able to capture the
long-term aspect that climate adaptation planning
requires.

In fact, resilience to climate change has two main
time frames: (i) short-term, according to the tradi-
tional definition of BC planning which focuses on
readiness for immediate resume of the activities
and (ii) long-term, linked to the adaptation abi-
lity that would result in the CI being able to cope
with climate change over a longer time horizon.
It is, thus, recognized that challenge of BCM of a
Cl in a climate changing environment is to pri-
marily identify the climate as main external factor
that may influence a number of internal factors of
an organization (e.g. activities, services) that in-
volve long planning horizons and, subsequently,
to make the plans more relevant to this purpose.
Hence, BCM is amended to make future decisions
avoiding potential vulnerabilities linked with fu-
ture hazards and, meanwhile, to estimate whether
adaptation measurements against disruptive im-
pacts are cost effective. Adaptation measurements
generally focus into three axes (BSI Group, 2014):
(i) reduction of the likelihood of disruption (e.g.
with technological improvements, physical en-
hancements); (ii) shortening of period of reduc-
tion (e.g. by operational and managerial agree-
ments); (iii) limiting the impact of disruption (e.g.
with implementation of technological tools, with
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managerial arrangements). The definition of new
roles and responsibilities within the business ma-
nagement is necessary, as strong leadership, com-
mitment and resources from across the business,
involving different assets and parties are indispen-
sable for a future planning.

3.1 Resilience Assessment Tool

In the framework of EU-CIRCLE project, a Tool
measuring the overall Resilience in quantitative
terms, by means of resilience capacity indices, has
been also developed, as demonstrated in Figure 2
(EU-CIRCLE, 2017c). BC planning affects diffe-
rent sectors of the resilience curve (Figure 3, left):
anticipative capacity that mainly refers to antici-
pation of equipment and procedures for hazard
mitigation, thus reduction of likelihood of disrup-
tion; absorptive capacity focusing to the resistance
and robustness of the assets, again towards reduc-
tion of likelihood of disruption; coping, aiming to
evaluate different BC strategies that will reduce the
disruption time and impact; restorative capacity,
less influenced by BC planning since it refers to
the restoration of the initial capacities and servi-
ces; and finally the adaptative capacity, focusing
to the anticipation of adaptation measurements,
more precisely, as far as climate related hazards are
concerned. In general, the resilience curve indica-
tes the necessary time period for an infrastructure
to recover to an acceptable level of functionality,
lower or equal to business as usual (restoration),
and to preferably reach a better level of perfor-
mance. In the latter case, the horizontal part of
the curve after recovery will be raised to a higher
level. Significant slope of the curve is interpreted
as low absorptive capacity consequently requiring
more effective coping and restorative capacity to
restore performance. Hence, the higher the value
of resilience capacities, the smaller the slope and
the faster the system recovers. Enhanced antici-
pation capacity may delay or reduce the impact of
disruptive event, while adaptation, although being
a significant component of resilience, does not lie
within the system’s performance during response

and recovery time. Figure 3 (right) depicts the sco-
re of all the aforementioned resilience capacities
contributing collectively to the Overall resilience
Index after prioritization by the user. The higher
the score of each capacity, the larger is the cove-
red area of the polygon representing the level of
the overall resilience. This is directly linked with
the resilience curve on the left, having an inversely
proportional relation with the “triangular surface”
which is formed within absorption-coping-reco-
very phases, and which decreases as the surface of
overall resilience on the right increases.

In Table 1, the indicators defining the resilience
capacities are listed, together with their categories
and subcategories. All the answers lead to 1-10 in-
dices and subindices (e.g. assuming as 10 the “yes”
answer), while Risk or BC manager, in charge of
the resilience assessment of the organization, has
the possibility to prioritize the indicators accor-
ding to his/her experience and the particular CI
needs. Should the Overall index is low, correcti-
ve actions are strongly recommended to be taken
throughout the entire resilience curve, for gua-
ranteeing maintenance of the critical services and
overall resilience upgrade.
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Figure 3 Conceptual resilience curve, adapted for EU-CIRCLE project (left); Overall Resilience
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Table 1 Capacity resilience indicators according to Resilience Assessment Tool (EU-CIRCLE,

2017c)
Ant.l c.lpatlve C.a pacity Resilience Categories / Subcategories
Resilience Indicators
Awareness Users awareness of number of threatening hazards vs existing hazards (%)
Equipment and procedures for hazard mitigation
® Procedures documents (Y/N)
) . B Procedures regularly revised (Y/N)
Quality extent of mitigat-

ing features

® Equipment of hazard mitigation (Y/N)

® How many climate related hazards they cover vs hazards impacting the area? (%)

Early warning system exists

® How many climate related hazards they cover vs hazards impacting the area? (%)

Quality of disturbance
planning/response

Response plans exist

® Plans are up to date (Y/N)

® How many climate related hazards they cover vs hazards impacting the area? (%)

® Climate changes are covered (Y/N)

Communication systems

Plans of communication and information sharing between CI operators and public
sector exist

Communication system for communication and information sharing between CI
operators and public sector exist

Backup of communication system for communication and information sharing exist

Learnability Training

Training system exist

® How many climate related hazards is covered by training vs hazards impacting
the area? (%)

® How many hours of training is performed vs necessary hours of planned train-
ing? (%)

® Last training was within a year (Y/N)

B Number of people in need to be trained vs number of trained people (%)
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Absorptive Capacity
Resilience Indicators

Resilience Categories / Subcategories

System failure

Acceptable time vs actual time that CI is not able to serve its function (%)

Acceptable cost vs cost of damage (%)

Severity of failure

Loss of performance for certain hazard level (%)

Resistance

Probability of failure (%)

Age of CI vs CI lifetime (%)

Safety design standards

® How many relevant standards are applied vs exist? (%)

® How many climate related hazards they cover vs impact the area? (%)

Regular maintenance of the asset is performed

® Maintenance plan exist? (Y/N)

® Maintenance is performed according to the plan (Y/N)

® Critical Infrastructure is fully operational (Y/N)

Robustness and redun-
dancy

Asset backup exist

u After how much time backup is available, real vs acceptable time? (%)

® How long backup is available, real vs acceptable time? (%)

poplng C.apaaty Resil- Resilience Categories / Subcategories
ience Indicators

Needed response time vs acceptable response time

Emergency plans for Climate Hazards (in the context of climate change) exist

® Plans are up to date (Y/N)

® How many climate related hazards they cover vs hazards impacting the area? (%)
Response

Business continuity plans for Climate Hazards (in the context of climate change)
exist

® Plans are up to date (Y/N)

® How many climate related hazards they cover vs hazards impacting the area? (%)

Economics of response

Cost of response (for CI only)

Backup cost vs acceptable cost (%)

Procedures exist (Y/N)

Communication system exists (Y/N)

;Illltte)lrifzpseer;lglrhty with Joint action plans exist

® Plans are tested (Y/N)

® Plans are up to date (Y/N)
Restorative Capacity

Resilience Indicators

Resilience Categories / Subcategories

Post-event damage as-
sessment

Stage of change from base state after event (%)

Recovery time

Recovery plans exist

® How many climate related hazards it covers vs hazards impacting the area? (%)

® Climate changes are covered (Y/N)

Economics of restoration

Actual cost of restoration vs acceptable cost of restoration (%)

Actual loss of income during restoration vs acceptable loss (%)

Actual loss due to possible penalties from violating service level agreements with
buyers vs acceptable loss (%)

Actual maintenance costs after hazard vs acceptable costs (%)

Actual cost of reputation vs acceptable cost (%)

Actual insurance costs vs acceptable costs (%)




CLIMATE RELATED BUSINESS CONTINUITY MODEL FOR CRITICAL INFRASTRUCTURES
___________________________________________________________________________

{\dap tive C apacity Resil- Resilience Categories / Subcategories
ience Indicators
Adaptation of asset is possible
® Technically is possible (Y/N)
® Financially is possible (Y/N)
Adaptability and flex- Adaptation to new climate conditions on time is possible (acceptable vs real time)
ibility (%)

Adaptation plan exist

® How many climate related hazards it covers vs hazards impacting the area? (%)

® Climate changes are covered (Y/N)

Relocation of existing facilities is possible (Y/N)

Impact / consequences

reducing availability New investments made considering climate change (Y/N)

New facilities are built according to climate-ready standards (Y/N)
Increase of clientele by improving the service / climate adaptation polices (%)

Economics of adaptation | Reputation is increased by implementing climate change adaptation options (Y/N)

Decisions on adaptation adopted due to market forces (Y/N)

4 EU-CIRCLE BUSINESS CONTINU-  Figure 4 CI sectors interrogated (up), how

ITY MODEL often BC plans are updated (down)

For the establishment of a BC framework tai- Annuall

lored to the needs of the Cls exposed to climate Other Y
18% 18%

change-related hazards, information on existing
BC planning and current measurements adopted
for adaptation to climate change by CI operators,
was collected in the form of questionnaires (EU-
CIRCLE, 2017b). It is interesting to visualize their
responses and interpret them for better addressing
of their needs. Based on these findings and further
collaboration with CI representatives, a BC mo- Pubiic
del is proposed together with the main steps to be
followed.

4.1 Analysis of BCM Questionnaires

The responses are provided by nine CI representa-
tives who belong to the following CI sectors (Figu-
re 4, left) from UK, Poland, Germany, and France.
Among them, 7 responded that their organization
has BCM system, which is updated in the frequ-
ency depicted in Figure 3 (right). The two CIs that
do not have a relevant system belong to the public
Transport sector, and one of them, despite the fact
that it does not have an explicit BCM system, it
does have defined procedures for some emergen-
cies.

Energy
18% 18%

ICT

Initially, the CI operators after indicatively
communicating some of the critical services of
their organizations, have also recognized incidents
that could lead to disruption of the abovementio-
ned critical services, and would trigger activation
of BC planning. These are: shortage of personnel,
loss of electrical power, loss of significant commu-
nications, loss of critical material or supplies, loss
of critical system or process, loss of critical facility
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or equipment, and disruption to financial system
or cyber-attack. Potential impacts identified are
to CI's managing company reputation and to
physical property, both requiring protection; to
contractual and regulatory compliance, what has
to be anticipated with managerial arrangements;
to consumers/users confidence and thus financial
viability. To a lesser extent, life safety and public
health threatening and cascading impact to other
dependent CI services, such as water and waste
water service, is imprinted. In Table 2, some cri-
tical operations per CI sector have been enlisted
with potential disruption events affecting them
and the acceptable Recovery Time Objectives
(RTO), time to resume activities. Finally, all ope-
rators have declared the existence of alternative or
redundant solutions for their organizations.

Table 2 Recovery Time Objectives (RTO) per

critical operation and potential disruption

a Depart- Critical | Disrup-
RTO ment/ Oper- tions/In-
sector : .
Process ations cidents
Maintain
. . Loss of
15min- | Mainten- | oper- lectrical
utes ance traffic | ational electric
power
process
Loading/
Un- Pumping
3hours | Technical | loading | unit
oil prod- | damage
ucts
Physical
and in-
Provide | tellectual
6hours | HR addition- | fatigue of
al person- | personnel
nel during
long time
response
Supply
must be
restored Supply
Energy | t090% | Network | Maintain | to distri-
ofthe | control supply bution
clients networks
in max
5 days
De-
pending
oneach | Network | Maintain Supp ly o
industrial
contract | control supply i
clients
(confi-
dential)
12
hours Maintain
be- supply or
tween control
the alert | Mainten- | by critical
and the | ance equip-
start ment
of the availabil-
inter- ity
vention
Maintain
com- Loss of
Public 15 min- IT mu_ni— com-
utes cations munica-
equip- tion
ment

a Depart- Critical | Disrup-
sector RTO ment/ Oper- tions/In-
Process ations cidents
Asset Maintain | Lower
varies | manage- drainage | line
- ment systems speeds
rans-
port From Typical
hours Road road
to1-3 network .
days accidents
Comput-
ZZ;?' er-based
Until Bus oper- oper
Bus . ations
next ation
mor- manage-
nin ment
J system
Maintain
com- Loss of
120 IT depart- | muni- com-
minutes | ment cations munica-
equip- tion
ment
EIIIT:CC_RI Provide | Inability
24 - additional | to finance
counting . -
hours d financing | shipping
epart- ;
sources services
ment
24 Purchasing | Provide | Inability
hours depart- additional | to operate
ment supplies | vessel
Logistic Provide Inability
12 d - to load/
epart- addition-
hours . unload
ment al services
vessel

Moreover, it is interesting to analyze the CI opera-
tors’ views as far as adaptation of existing BCM to
climate change is concerned. Based on the respon-
ses in almost all of the cases, Cls basically admit
that they have not conducted any action related to
climate change adaptation yet. The majority of the
respondents gave negative answers to questions on
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the definition of factors related to climate threats,
the amendment of BC policy and BIA due to the
recognized climate change, the performance of cli-
mate RA, the study of maximum tolerable frequ-
ency of disruption, the monitoring of the impact
of weather events to Cls operation, the definition
and implementation of climate change adaptation
measurements. However, many among them have
provided examples of climate-driven disruptions
to their infrastructures, e.g. blocked roads and
damage to tram network due to the catastrophic
2002 flash flood event in France, massive energy
interruptions after long lasting snow due to Cyclo-
ne Kyrill in 2010 in Polland.

4.2 Proposed BCM model

Business continuity strategy essentially means
“the development of options and the selection of
the most appropriate strategies that allow the or-
ganization to align with requirements” (Zawada,
2018). To align with the requirements outlined in
Clause 8.3 of ISO 22301, a step process should be
followed:

1. Identify possible BC strategies that will reduce
the risk identified in the BIA and RA to acceptable
level, addressing three categories of BC strategy:

* Risk Mitigation: reducing the likelihood of
a disruption and limiting the impact should
a disruption occur. For example, consider
implementing back up power generation to
address the concern about a loss of commer-
cial power at a critical facility.

* Incident Response

* Recovery of Activities and Resources: iden-
tifying alternate sources of resources or alter-
nate methods of performing required activiti-
es in order to meet downtime tolerances and
obligations (alternate facilities, personnel,
equipment, information technologies, and
even third-parties)

2. Assess the cost and benefits of identified alter-
natives and select the best contingency strategy
for each core business process, asset or Cl, in

terms of resilience as described hereafter. From a
CI’s point of view, there are three important fac-
tors in the selection process:

* functionality: the degree to which the repla-
cement functionality supports the production
of a minimum acceptable level of output for a
given core business process,

* deployment schedule: the time needed to
acquire, test, and implement, and

* cost: life-cycle cost, including acquisition,
testing, training, and maintenance.

5. IDENTIFY AND DOCUMENT
CONTINGENCY PLANS AND
IMPLEMENTATION MODES

According to the above steps, the following Table
3 is proposed as a general template to be filled, in
order to identify and describe BC activities within
the organization of a CI.
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Table 3 General template for BC planning for climate change-related incidents

Phase

Time
Frame

Activity

Phase

I- Activa-
tion and
Reloca-
tion

Ap-
prox.
0-12
Hours

Alert and Notification. The agency has established specific procedures to alert and
notify the [executive director/general manager], senior management staff, and mem-
bers of the advance team, operations team, support teams and contingency teams that
BC activation is imminent. [Briefly describe procedure or refer to procedure or checklist
in appendix.]

Initial Actions. The agency has identified specific actions to be taken to terminate
primary operations and activate BC team, communications links, and the alternate
facility. [Briefly describe actions or refer to list of actions in appendix.]

Activation Procedures Duty Hours. The agency has established procedures for an
efficient and complete transition of direction and control from the primary facility to
the alternate facility, and includes measures for security at both sites. These procedures
complement the transportation agency’s evacuation plans and emergency response
plans. [Briefly describe procedure or refer to procedure or checklist in appendix.]
Activation Procedures Non-Duty Hours. Procedures for the notification of key staff
when not at primary site have been developed. [Briefly describe procedure or refer to
procedure or checklist in appendix.]

Deployment and Departure Procedures (Time-Phased Operations). Allowances
have been made for partial pre-deployment of any essential functions that are critical
to operations; determination will be based on the level of threat. [Briefly describe proce-
dure or refer to procedure or checklist in appendix.]

Transition to Alternate Operations. The transportation agency has established mini-
mum standards for communication, direction, and control to be maintained until

the alternate facility is operational. [Briefly describe procedure or refer to procedure or
checklist in appendix.]

Site-Support Responsibilities. The transportation agency has developed a checklist to
guide activation of the alternate facility; procedures include provision for notification
to alternate facility manager to ready site for operations. [Briefly describe procedure or
refer to procedure or checklist in appendix.]

Phase II-
Alternate
Facility/
Work Site
Opera-
tions

Ap-
prox.
12
Hours
to Ter-
mina-
tion of
Emer-

gency

Execution of Essential Functions. The transportation agency will perform any essen-
tial functions determined to be critical to operations from the alternate facility or using
temporary work orders or procedures. [Briefly describe procedure or refer to procedure
or checklist in appendix.]

Establishment of Communications. The transportation agency will re-establish nor-
mal lines of communication within the agency, to external agencies, and to the public.
[Briefly describe procedure or refer to procedure or checklist in appendix.]

Support and Contingency Team Responsibilities. Responsibilities will be assigned to
transportation personnel to perform essential functions. [Briefly describe procedure or
refer to procedure or checklist in appendix.]

Augmentation of Staff. As the situation comes under control, additional staff will be
activated to provide other services and functions, as necessary. [Briefly describe proce-
dure or refer to procedure or checklist in appendix.]

Amplification of Guidance to Support and Contingency Teams. Additional guid-
ance will be provided to all transportation personnel in regards to duration of alternate
operations and include pertinent information on payroll, time and attendance, duty as-
signments, etc. [Briefly describe procedure or refer to procedure or checklist in appendix.]
Development of Plans and Schedules for Reconstitution and Termination. As soon
as feasible, the operations team will begin preparation of communication, vital records
and databases, and other activities to transfer operations back to primary facility.
Circumstances may dictate that a new primary facility is designated and subsequently
occupied. [Briefly describe procedure or refer to procedure or checklist in appendix.]
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Phase ITI- | Termi-

Reconsti- | nation

tution of
Emer- in appendix.]
gency

® Reconstitution Process. The transportation agency will develop general guidance and
policy on ending alternate operations and returning to a non-emergency status at the
designated primary facility. [Briefly describe procedure or refer to procedure or checklist

® Reconstitution Procedures. The transportation agency will establish specific actions to
ensure a timely and efficient transition of communications, direction and control, and
transfer of vital records and databases to primary facility. [Briefly describe procedure or
refer to procedure or checklist in appendix.]

= After-Action Review and Remedial Action Plans. The transportation agency will
develop a task force to assess all phases and elements of the alternate operations and
provide specific solutions to correct any areas of concern. [Briefly describe procedure or
refer to procedure or checklist in appendix.]

6. CONCLUSIONS AND
PERSPECTIVES

The fundamentals of Business Continuity Ma-
nagement with its main component of Business
Impact Analysis (BIA) and Risk Assessment (RA),
have been presented herein focusing on the expo-
sure and response of Critical Infrastructures to
weather-related hazards due to climate change.
The unprecedent, or of very low frequency, nature
of these events makes the RA to provide low pro-
bability results, BIA to lack of evidence-based data
and the BC plans of most organizations managing
CIs, to exclude them. However, discussing the
more frequent development of extreme weather
events due to climate change and their impact to
critical infrastructures, whose services need to be
maintained more and more nowadays, reveals the
emerging need to account for them in future BC
planning, incorporating new ways of thinking and
sources of information. More precisely, BIA should
implement effects of future weather events focu-
sing on critical services for allocation of resour-
ces, while RA requires a more thorough analysis
on “how future may develop” based on scientific
data and work. Key issues into BC process are ti-
mely recovery and impact mitigation. Adaptation
measurements are strongly recommended, which
directly affects the overall resilience of an organi-
zation. These should be viewed as a cornerstone
to good corporate practice and society’s normal
function, embracing risk, security, insurance, le-
gal, operational and safety issues.

Further to the study presented here and the res-

pective work that has been conducted within the
framework of EU-CIRCLE project, there are seve-
ral other projects that confirm the importance that
European Union pays to Resilience of Critical In-
frastructures under climate change pressure. More
particularly, H2020 has funded projects such as
RESILENS (GA653260), DARWIN (GA653289),
RESOLUTE (GA653460), which have prepared
tools and Resilience Management Guidelines for
Critical Infrastructures to address, among others,
climate-related extreme natural events. Ongoing
projects, such as ANYWHERE (GA700099) and
beAWARE (GA700475) create technologies for
early warning and situational awareness emerged
by extreme weather and climate events, primarily
addressed to first responders, incorporating also
needs and requirements of CI operators. The resi-
lience of CIs, being essential part of a city’s functi-
onal system, is also included into European Resili-
ence Management Guideline of SMR (GA653569)
project, which provides guidance to cities and local
governments in assessing and strengthening their
resilience status. The latter guidelines are included
among the guiding documents of the database of
the European Climate Adaptation Platform Cli-
mate-ADAPT, a partnership between the Europe-
an Commission and the European Environment
Agency (EEA), with the support of the European
Topic Centre on Climate Change Impacts, Vulne-
rability and Adaptation (ETC/CCA).

As a matter of fact, EU Adaptation Strategy of Eu-
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ropean Commission has as key objective the “cli-
mate-proofing” action which, among others, tar-
gets to the enhancement of Europe’s infrastructure
resilience. Climate-ADAPT platform, part of EU
strategy, with its strategic planning until 2021,
aims to address gaps in knowledge about adapta-
tion at different societal components, to facilitate
the uptake of relevant knowledge by decision ma-
kers and to promote relevant collaboration among
different sectors. Climate adaptation and CI pro-
tection are, furthermore, included among areas in
which EU is oriented to strengthen under the next
research and innovation framework programme
of Horizon Europe for 2021-2027. A cluster for en-
hancement of civil security research is envisaged
to be incorporated under Pillar II “Global chall-
enges and European Industrial Competitiveness’,
within which research and innovation activities
in relation to Union Civil Protection Mechanism,
EU Adaptation Strategy, Sendai Framework for
disaster Risk Reduction (2015-2030) and Paris
Agreement (2016) will support implementation
of relevant policies and development of techno-
logical tools for improved security and resilience
of infrastructure and vital societal functions, with
the climate-related hazards being a priority among
natural hazards affecting infrastructures. In this
direction, not only Business Continuity but a ho-
listic Security climate change related approach,
from one hand should be developed and prioriti-
zed by CIs, and from the other hand it should be
integrated to support civil protection and disaster
relief mechanisms and initiatives.
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